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Decision/action requested

This contribution proposes a new key issue for securing the communication between 5GLAN UE and GMF for the study on security for 5GS enhanced support of vertical and LAN services in TR 33.819 for Release 16.
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Rationale

In TR 23.734, clause 5.4.1 a question was raised-“How the 5G system remove a UE from a 5GLAN Group”. During state transition/subscription expiry/failure a UE can be temporarly/permanently removed from the 5G LAN group.This proposal aims to address the security aspects of UE attach and detach scenario. A UE gets attached to the 5GLAN group in three scenarios i.e. (1) Transition from idle to connected state, (2) Transition from inactive to connected state, and (3) Authentication Failure scenario. The UE gets detached to the 5GLAN group in following scenarios (1) Transition from connected to idle state, (2) Transition from connected to inactive state, (3) Failure (network failure, authentication failure, MAC failure etc), (4) Subscription expiry (only during detach scenario).The attach or detach can be initiated by either UE or Network.  
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Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.819. 
**** START OF CHANGES ****
5.X        Key Issue #x: Securing the communication between 5GLAN UE and GMF
5.X.1
Key issue details

As defined in TR 23.734 clause 6.15.1 Group Management Function (GMF) is responsible for 5GLAN Group management, including creating, modifying or removing a 5GLAN Group, according to authorised request from the UE or the AF. The GMF is also responsible for authentication and authorization of UEs for accessing 5G LAN-type service. So there are many signalling message exchange between 5GLAN UE and GMF. Therefore, protection of these signalling messages is necessary.
5.X.2
Security threats

An adversay 5GLAN UE may attack the communication between the legitimate 5GLAN UE and GMF in case there is no secure mechanism to protect the integrity and replay of the signalling messages. They may misuse the privacy related credentials of legitimate 5GLAN UE, which may cause a lot of issues, such as invasion of privacy and masquerading data. If security context is leaked, the session could be hijacked.

5.X.3
Potential security requirements

The signalling messages sent between 5GLAN UE and GMF shall be integrity protected.

The signalling messages sent between 5GLAN UE and GMF shall be replay protected.
**** End of Changes ****

